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Company profile TNO (continued)
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TNO Defence, Security and Safety

Customer base

ÅDutch Ministry of Defence

ÅDutch Ministry of Justice and Ministry of Internal Affairs

ÅForeign Ministries of Defence

ÅInternational Industry

ÅDefence, Aerospace, Maritime



TNO Defence, Security and Safety (contd)

ÅThree locations
ÅThe Hague, Rijswijk, Soesterberg

ÅNumber of employees
Å~ 1000

ÅEstimated turn-over in 2009
Å125 Meuro (Defense 63 %, other 37 %)

ÅOrganised in five business units
ÅObservation Systems
ÅSystems and Support for Decisions and 

Operations
ÅProtection, Munitions and Weapons
ÅHuman Factors



BU Protection, Munitions and Weapons

Department of CB Threat, Detection and Protection

ÅOur Mission
ÅCommitted to innovative protection against CBRN hazards

ÅKnowledge base for public sector (MoDôs, ...)

ÅBusiness advantage for private sector

ÅOur Vision
ÅTo be one of the worldsô leading, independent providers of 

CBRN solutions, based on an excellent knowledge base and 

unique test facilities and equipment



CBRN in a 

Military context

CBRN in a civilian 

context

Military medicine

Existing Market

New Products

New Market

Existing Products

CBRN Threat, Detection and Protection



CB Threat, Detection and Protection

ÅChemBio Detection: 
R&D, Trialling, Calibration,Testing, Evaluation and Consultancy

ÅOnly óOther facility for defensive purposesô in NL (CWC)

ÅDesignated laboratory for OPCW



Laboratory testing of C-detectors

ÅTechnologies in C-detectors

ÅLab vs. Operational Field Testing

ÅCritical parameters of C-detectors

ÅAgents used for testing

ÅConditions of testing

ÅVapour / gas generation system

ÅReference equipment  - analysis

ÅSafety Protocols and SOP

ÅFuture of testing - standardisation
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Technologies in C-detectors

ÅWide range of technologies

ÅExamples of operational use:

Åwarning

Åmonitoring

Åsurvey

Åconfirmation 

Åindentification

Intended operational use ïdetection scenarioôs:

application of large array of detection principles
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Technologies in C-detectors

ÅExamples of different technologies

ÅIon Mobility Spectrometry (IMS, FAIMS, DIMS)

ÅColorimetric technology (gas detection tubes, tickets, etc)

ÅMicrosensors (SAW, MOS-FET, semiconductor, etc) 

ÅPhoto Ionisation (PID)

ÅElectrochemical cell technology 

ÅLaser / Spectroscopy (FTIR, UV/IR absorption, Raman)

ÅGas chromatography ïMass spectrometry (GC, GC-MS, etc)

ÅConclusion

ÅConsequences for test setup and protocols  
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Laboratory testing vs operational field testing 

Laboratory testing (indoor)

Åcontrolled conditions

Åcalibration

Åpredictable, artificial 

Åcomparable

Åcritical detector specs 

Ålive agent testing

Åcomplex mixtures

Åinterferences with restrains 

e.g. smokes
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Operational testing (outdoor)

Åvariable conditions

Åless predictable

Åreal situation

Åcomparability problem

Åwhole system under test

Åsimulants,  restrains in use of 

live agents

Åcomplex mixtures difficult 

Åcommon interferences

Conclusion  - both provide relevant test data 



Critical detector parameters for lab testing 

Chemical response related

Ådetection principle and use

Ådetectable agents and 

chemical substances

Ådetectable physical state

Åsensitivity - DL 

Åselectivity 

Åinterference rejection rate

Åwarm and start up time

Åresponse time 

Åtime for recovery, decon
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Operational use characteristics

Ålimitations in climatic 

conditions and other areas

Ådetector data display, 

communication, datalogging

Åintended operational use 

Åuser friendliness

Åsize, weight, volume, shape

Årobustness, decon

Åaccessories, dispensables

Ålogistics (batteries, cables)

Conclusion: LOTS OF PARAMETERS FOR TESTING !!



Agents used in lab testing

Preferably live agents (classical chemical warfare agents)

Åspecial laboratory facilities and protocols

Åsafety measures and medical backup facilities

ÅOPCW designation

Åhigh purity of agents (sensitivity to impurities, false alarm rate)

Interferences and complex artificial mixtures

Åcommon and natural interferences (false positives) 
(air humidity, decon and cleaning agents, exhaust fumes, perfumes, 

smokes, plant aromas, etc,)

Åcomplex mixtures of agents and interferents (false negatives)
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Conditions of testing 

Try to mimic operational use conditions in a controlled 

environment

Åstability of target concentration of all relevant agents

Åmeasurement of all relevant concentration levels

(low ppb to ppm and higher)

Åreproducibility and accuracy of testing performance

Åair humidity - ranging from 0 - 95% RH

Åtemperature  - ranging from - 25°ï50°C

Åensure purity of the agents, generated laboratory air streams 

and other critical substances

Åchoice of materials for building detector test system
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TNO vapour and gas generation system

Basic vapour and gas generation system setup 
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Air filters

Air flow meters 

and MFCs

RH,T meters

Glass, steel, 

deactivated 

materials

Controlled 

heaters for 

primary 

generators

FLEXIBLE !



TNO vapour and gas generation system

Basic vapour and gas generation system in use
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room 

temperature

0-95 % RH 

In fume hood in 

high tox facility

CWA and TICs

Interferences

Portable

Flexible



TNO vapour and gas generation system

High temperature vapour and gas generation system 
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Up to 50°C

temperature 

Custom made 

steel enclosure 

in high tox 

facility

Small pressure 

difference with 

outside air

0 ï90% RH

CWA, TICs, 

Interferences



Reference equipment - analysis

On and off-line trap and desorption GC-MS system 
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Sampling on 

tenax tubes

Offline sampling

Sampling tubing 

for semi-online

Agilent GCMS 

type 7890C 

Certify quantity and indentity of generated chemicals substances



Discussion and questions

Questions? 
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Thanks for your 

attention!



Discussion

END
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Thanks for your attention



Laboratory testing of C-detectors

ÅTechnologies in C-detectors

ÅLab vs. Operational Field Testing

ÅTest parameters of C-detectors

ÅAgents used for testing

ÅConditions of testing

ÅVapour and gas generation set up

ÅReference equipment  - analysis

ÅSafety Protocols and SOP

ÅFuture of testing - standardisation



Detection CWA and TIC

ÅVapor generation system

ÅCertified vapour concentration with GC-MS

ÅCWA as well as TICs

ÅInterferents testing

ÅRoom temperature up to 50 C and 0 to 90% relative humidity
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Detection CWA and TIC

ÅQuestions



Detection CWA and TIC

1. Testing, calibration and 

evaluation of chemical detectors

Å MOD NL, manufacturers, first 

responders, other 

governments

Consultancy on performance and 

doctrine 

Å MOD NL, other 

governmental organisations, 

fire department

Development of detection 

techniques



TNO Defence, Security and Safety

Department of 

Threat, Detection and 

Protection



Threat Analysis and Consultancy

ÅThreat analysis

ÅIntegral analysis of incident-effect chains, including detection and 

protection

ÅCBRN-consultancy



ÅPhysical protection

ÅTesting of protective ensemble

ÅContamination control

Department of Physical Protection


