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Background (CBRNE; TIM)

Detection, Identification, Monitoring

Strategy for Developing an European Certification Concept for CBRNE

Container Inspection

Summary

Outline
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Gas attack VBIED & IED attacks
H2O2

Definition of CBRNE

CBRN
Åsome nations and some non-state actors continue to acquire

Chemical Biological Radiological and Nuclear (CBRN) capabilities. 

Åinstances of terrorist and other ad hoc groupings embrace CBRN 

technologies as a powerful means of pursuing their interests. 

Åglobal industrialisation opens the wider possibilities of accidental 

release or deliberate misuse of Toxic Industrial Materials (TIM).

Improvised Explosive Devices (IEDs)

Chemical Weapons

Radioactive Material / Nuclear Weapons

Nerve agent (Sarin), Blistering agent (mustard sulphurous gas) Asphyxiating

agent (phosgene), Psychotomimetic agent (LSD), Incapacitating agent (tear 

gas); possible new agents: research on new ways of affecting the human brain to 

cause aggressiveness, sleepiness, fear or other emotions (bioregulators).

Biological Weapons

biological agent that causes disease, such as bacteria, viruses ortoxins; diseases 

might normally lead to death  while others might incapacitate their victims or lead 

to changes in behaviour.

explosive device that derives its destructive force from nuclear reactions, either 

fission or a combination of fission and fusion. Dirty bombs ïdevices that disperse 

radioactive material. Terrorists could also attack nuclear facilities or nuclear 

materials in transit.

bomb with HME, éébiological, chemical  sources and ..

Source: http://www.eda.europa.eu
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CBRN Defence - Countermeasures

Capabilities to combating and preventing WMD

Source: © European Defence Agency 2009             www.eda.europa.eu
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Detection, Identification and Monitoring of CBRN and TIM hazards 

Source : EU CONCEPT FOR THE DETECTION, 

IDENTIFICATION AND MONITORING (DIM) OF

CHEMICAL, BIOLOGICAL, RADIOLOGICAL AND 

NUCLEAR (CBRN) AND TOXIC INDUSTRIAL 

MATERIALS (TIM) IN EU-LED MILITARY OPERATIONS
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Detection: discover the presence of health-threatening levels of CBRN substances before they 

have a negative effect . immediate information provided by detection should be limited to whether 

a significant hazard is present or not; detectors therefore only need to have an alerting and 

warning function. 

Identification: is to characterize and determine the nature of the substance or species in quality 

and quantity , Although technological advances may narrow the gap between detection and 

identification, other military operational relevant aspects such as training, sustainability, durability 

and costs may affect the employment of, and confidence in, identification capabilities. It is 

essential for the understanding of this concept that detection and identification remain closely 

inter-related but separate processes by which a CBRN incident is discovered. 

Monitoring: is the continuous or periodic process of determining whether or not a CBRN or TIM 

hazard is present. 
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Sensor Systems and Devices for DIM

Source: K. Osterloh, BAM

DIM
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European Certification Concept 

The design of strategies, preconditions and rules for an internationally

recognized certification system, which in the future can provide reliable data

that any CBRNE related device or professional service, complies with

stated specifications and/or standards.
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European Certification Concept 

The European Certification System for CBRNE Sensors and Devices

Question: I want to produce 

and sell to the European Air 

Police an Air born THz scanner 

for Chemical  threat detection. 

What kind of European 

certification do I need 

and what does it imply for my 

design?

Central Office of European CBRNE

Certification Association

Manufacturer for

THz-Detection Systems

Answer: Air born THz scanner is subject  of the C-Sensor 

System Specification (C-SSS)  and must carry the C-SSS 

Security marking, by which the manufacturer declares that 

his product conforms to the essential requirements of the 

C-SSS. An additional (voluntary) European CBRNE 

Security certification for the product obtained from one of 

the European Security Certification Bodies demonstrates 

compliance of the product with the relevant European  

Standards and Security Protocols and gives a presumption 

of conformity with the C-SSS requirements.

Agenda 

2020
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Vision

The European CBRNE Certification

The objective is to build up customer confidence by levelling the competitive

playing field for all manufacturers and by increasing the integrity and accuracy 

of the DIM performance ratings (properties).

It should create a common platform for the Manufactures where competition 

can take place on comparable basis of performances, for the benefit of 

specifiers  and end-users.

It give the End-User the reassurance that they are purchasing quality products 

that are working in conformity with the specified dimensioning and  properties. 

Certificates issued on the basis of the European CBRNE Certification 

demonstrate the performance quality of CBRNE products according to European 

and International standards, protocols and European Directives. 
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Vision

The Laboratories 

of the Future European CBRN Certification System

The Future European 

Certification System for 

CBRNE DIM products

requests accreditation of the 

testing laboratories and 

certification bodies 

according to EN ISO IEC 

17025 standard. Selection 

criteria are the testing 

capacity and dimensions but 

also the experience of the 

personnel.

Testing performed by a professional partner is the basic requirement of Certification.
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Vision

The Logo of the Future European CBRNE Certification System 

The European CBRNE Security Label demonstrates that products have been 

tested and certified independently and that they have been accurately rated. 

Specification sheets, literature and advertising, should display the certification 

symbol and the following statement:

"(Name of Company) participates in the European CBRNE Certification System 

for (designation of the relevant family of products); 

the certified data of certified models are listed in the EUROCBRNE Directory."

CBRNE
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Vision

Future European CBRNE Certification Council 

The European Certification Council for the CBRNE area is the 

consultative body where Manufacturers, Certifiers and other stakeholders 

discuss common strategic issues concerning European Certification on CBRNE 

on global market.

It gives advice 

on development, 

strategy and 

policy matters

to European CBRNE Certification Association 

and makes appropriate links to the EC policy and regulation authorities.  
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Vision

European CBRNE Certification Association

The European CBRNE Certification Association is active in the area of CBRNE. 

It operates an office for the European CBRNE Certification System and 

represents the viewpoint of third party certification.

It publishes for each Certification Scheme a body of permanent and operational 

responsibility that governs the functioning of the scheme.

The tasks of ECBRNECA:

Åto facilitate the certification activity of its members  

Åto promote third party certification based on European standards

Åto secure the necessary feedback from certification to standardisation 

Åto secure openness and transparency in the European certification schemes 

Åto protect the interests of participating European certification schemes,

Åkeeping into account the interests of manufacturers, users and consumers

Åto monitor the use of Schemes on the market 

Åto co-ordinate European certification schemes with international schemes

for the benefit of European industry. 

Åto carry out all objectives for further realisations of the aims of the

association. 
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(I) shall reach Europe wide acceptance of test reports and certificates

(II) Therefore, expectations of stakeholders as well as legal requirements,

e.g.  EC-Directives, shall be taken into account for the future system.

THE CERTIFICATION of the CBRNE SYSTEM

(III) This applies to all elements of the system:

(IV) Product related requirements for testing and the product itself are 

specified in individual certification schemes.

Åsystem requirements (CS)   

Åproduct requirements (PR)

Åtesting requirements (TR)

CERTIFICATION

PERSONELL

PROCEDURES

DEVICES
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Development

European CBRNE Certification System
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European CBRNE Certification System

Structure



17Roadmap for CBRNE Certification J. Beckmann et al. | March 2010

(IV) Additional requirements

Specification of additional requirements, e.g. regarding 

Å surveillance of  production

Å assessment of manufacturerôs quality system

(II) The specifications shall comprise 

Åtesting procedure (state of the art)

Åsampling

Åtesting frequency

Development Testing Requirements

(III) The requirements should base on existing specifications, e.g. 

Åstandards

Åguidelines

Åprotocols

Åagreements

(I) Requirements of testing must be specified within the scope 

of the certification system
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(I) Requirements for products must be specified within the scope 

of the certification system

(II) The specified properties shall be

Åtestable

Åagreed by the involved stakeholders

ÅState of the art

Åin compliance with regulation

Development Product Requirements

(III) The requirements should base on existing specifications, e.g. 

Åstandards

Åguidelines

Åprotocols

Åagreements
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(IV) Accreditation may be required for demonstrating the competence of 

conformity assessment bodies

(II) The necessary structure shall be developed for the implementation of

the management and administration of the certification system

Development System Requirements

(III) The system requirements must comprise the requirements for the

involved conformity assessment bodies based on recognized standards:

Åcertification bodies: EN 45011 (products), 

furthermore possible for additional surveillance procedures: 

ISO/IEC 17021 (QM and other management systems) and ISO/IEC 

17020 (inspection bodies) 

Åtesting laboratories: EN ISO/IEC 17025

(I) The scope of the certification system must be clearly defined, i.e. what 

kind of products will be certified



20Roadmap for CBRNE Certification J. Beckmann et al. | March 2010

Time Schedule for the Development of the CBRNE Certification System
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What Manufacturers would like to have and expect

The answer in October 2010 is:

Creation of an European and 

worldwide accepted testing 

and certification system by:

- Mutual accepted test methods

- Accepted certification 

schemes + related procedures

Both on the basis of:

- appropriate ways for the 

evidence of  competence

(e. g. accreditation or others) 

- an appropriate network 

between the competent bodies 

(general rules for steering, 

practical procedures, exchange 

of experience)

Source: Pashby, P., Smiths Detection: 

ñA Manufacturer's view on the needs of testing

CBRNE detection equipmentò

1st CREATIF Workshop
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Vision: European CBRNE labelling  ïas result of certification 

according to the EN 45011 

Possible European certification marks under the umbrella of 

CBRNE association (examples for vision for the participants of this 

meeting, only first ideas)
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Solution: 

Built up step by step unified procedural schemes (Ătesting and 

certification schemeñ) within the EU, e. g.  between  the CREATIF 

partners and customers / stakeholders by: 

competent procedures, carried out by competent bodies: 

transparent, traceable and independent and impartial 

Open Questions: 

- Appropriate test methods for CBRNE devices and sensors 

=> Who has ideas for examples to start with?

- Who has experience or contact to accepted certification bodies 

as well as accreditation  

- Do we have a chance to combine the existent experiences to a 

network with the aim of a further competent European network (or 

body) for testing and certification 

Short Summary for  testing and certification

according to ISO/IEC 17025 and EN 45011
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First Step towards CBRNE Certification

Conformation of essential product properties by issuing a third party fact sheet  

Scope : 

Characterization of essential product parameters 

such us e.g. product parts and associated 

components, device properties, and additional tools  

First Step: Based on the future application the 

manufacture  and the test laboratory define 

certain specifications which are ambitious but 

technically reachable.

Second Step: The test laboratory develops 

measuring procedures to measure the 

previously defined properties. 

Third Step: The test laboratory measures

Fourth Step: The test laboratory

issues a data fact sheet and evaluates the 

performance quality of the product according 

to previously defined System Classes. 
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Let us practice with Vehicle and Container Inspection (first idea)

Evaluation of X-ray tools for

Vehicle and container inspection

Department: VIII.3 : Radiological Methods
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�¾The global trade with containers 

�¾entails the risk of smuggling arms 

�¾as well as trafficking drugs and 

explosives. It thus emerges as a 

potential security threat.  

Available Solutions for Customs:
Monitoring of the CONTAINER and the LORRY TRAFFIC

Mobile inspectionMBTelecom ltd, Romania


